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By Victim Loss
2017 Crime 'Iypes Crime Type Loss Crime Type Loss
BEC/EAC $676,151,185 Misrepresentation $14,580,907
Confidence Fraud/Romance $211,382,989 Harassment/Threats ~ $12,569,185
By Victim Count of Violence
Crime Type Victims Crime Type Victims Non-Payment/Non-Delivery $141,110,441  Government $12,467,380
Non-Payment/Non-Delivery 84,079 Misrepresentation 5,437 Impersonation
Personal Data Breach 30,904 Corporate Data Breach 3,785 Investment $96,844,144 Civil Matter $5,766,550
Phishing/Vishing/Smishing/Pharming 25,344 Investment 3,089 Personal Data Breach $77,134,865 IPR/Copyright and $5,536,912
Overpayment 23,135 Malware/Scareware/Virus 3,089 Counterfeit
No Lead Value 20,241 Lottery/Sweepstakes 3,012 Identity Theft $66,815,298  Malware/Scareware/  $5,003,434
Identity Theft 17,636 IPR/Copyright and 2,644 Virus
Counterfeit Corporate Data Breach $60,942,306 Ransomware $2,344,365
Advanced Fee 16,368 Ransomware 1,783 Advanced Fee $57,861,324 Denial of Service/TDoS  $1,466,195
Harassment/Threats of Violence 16,194 Crimes Against Children 1,300 Credit Card Fraud $57,207,248 Charity $1,405,460
Employment 15,784 Denial of Service/TDoS 1,201 Real Estate/Rental $56,231,333 Health Care Related $925,849
BEC/EAC 15,690 Civil Matter 1,057 Overpayment $53,450,830 Re-Shipping $809,746
Confidence Fraud/Romance 15,372 Re-shipping 1,025 Employment $38,883,616 Gambling $598,853
Credit Card Fraud 15,220 Charity 436 Phishing/Vishing/Smishing/ $29,703,421 Crimes Against $46,411
Extortion 14,938 Health Care Related 406 Pharming Children
Other 14,023 Gambling 203 Other $23,853,704 Hacktivist $20,147
Tech Support 10,949 Terrorism 177 Lottery/Sweepstakes $16,835,001 Terrorism $18,926
Real Estate/Rental 9,645 Hacktivist 158 Extortion $15,302,792 No Lead Value $0
Government Impersonation 9,149 Tech Support $14,810,080
Social Media 19,986 *These descriptors relate to the medium or Social Media $56,478,483 *These descriptors relate to the medium or
. ili i tool used to facilitate the crime, and are used
Virtual Currency 4139 ::/D::eseigsmf;:ilnl'::ltlentgh:::;gseesa Z:I?/re:?yi Virtualeyrrency, $58:391:810 by the IC3 for tracking purposes only. They
are available only after another crime type are available only after another crime type
has been selected. has been selected.

EEBAAERN 2017 FREBILFREPIEL - MEEBILTEPTEEIE 5830 BT © (Source: Federal Bureau
of Investigation, https://www.fbi.gov/inews/stories/2017-internet-crime-report-released-050718 )
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BTC: NT$203.736 ETH: NT$6.469 LTC:NT$1670 TWD + BA 2 @~

ﬁMaiCoin o806

— MaiCoin
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=7 /,

BHER SRATEERR ESS
SR , SHETEER SESAFASMSBATME SR RTER UTREHEERIBRT

‘Where and How to Buy Bitcoins
Best Ways to Buy

tEREBERNRS - IENRER - X5 - LEFEATM - @uasim A
WEBES PRERENER "T2BH . BT LEFYTHY o (Photo Credit:
https://www.maicoin.com/zh-TW; https://www.buybitcoinworldwide.com; bertconcepts, https:/
www.flickr.com/photos/bertconcepts/15430393315/in/photostream )
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NATO-GEORGIA
Public Diplomacy

AHE Reflexive Control: @

REGEHSSANSLIET e Swedish Fake Letter

Formandepaementet
- Praidenn o BAE Sy
Dear Magnus,
e 1 am profoundly mmful 10 you for setting up the p ion for our Uk
e They the Archer System capnblmm Even the initial order may

T ke s e nmounl up to 12 units. In fact, according 1o Ukraine’s Ministry of Defense if the

experience s successful.a wide range of options will |

| M T ek i 2015 4 57 18 3% 42 B B 3 3 8

i A T . SRBRE ?ﬁ*ﬁfm 5l
2 ly in Of cuttin, Y

Bl am st youwil sucesfully ke h oporuny: Yo ey Somgrmiont & A% 9 fEOH S, o (Photo

and my full support in this matter. Credit: INFORMATION CENTERON

Bestregards, NATO AND EU, Countering

oD Russian Information Activity,

Peter Fuhgvit http://infocenter.gov.ge/uploads/

I files/2017-03/1489766305_simon-
rupert-west.pdf )

515
7] IMPORTANT INFORMATION FOR THE POPULATION OF SWEDEN )
‘more nformaion
at
dinsakerhet.se
|nformatlon Terror attacks may be targetted against individual people or
groups, against the general public or against vital societal

States and organisations are already using misleading functions such as the electricity supply o the transport

information in order to try and influence our values and system. Even though there are many different ways to carry
Em how we act. The aim may be to reduce our resilience and out a terrorist attack, there are some pieces of advice that 2
€3 willingness to defend ourselves. ‘may be applicable in most situations: 2
38 . H

+ Move toa safe pl arge groups of people.
53 ‘The best protection against false information and hostile fove t0.3 safe place g I g of people. E
23 2 b « Call the police on 112 and inform them if you see 2
2 propaganda is to critically appraise the source: 2L ol i
. 3 . N something important.

+Is this factual information or opinion? + | Wamn those who Sme I AR e SR B e trose wilo are 1

+ Whatis the aim of this information? need of assistance.

+ Who has put this out? + Put your mobile on silent and do not call anyone who may

+Is the source trustworthy? be in the danger area. The sound of their phone ringing

« s this information available somewhere else? i i

- . e + Do not call anyone with your mobile unless you have to.
«Is this information new or old and why is it out there at
s thecioe ey i If the network is overloaded, it may be difficult for vital
calls to get through.
* Comply with requestsfrom the police the fire nd

rescue service and the authorit

« Search for information — the best way to counteract * Do not share unconfirmed mﬁ’m’a““" online or in any
el ¥ i : other way. PV

homework.

Do not believe in rumours — use more than one reliable

rect.

Do not spread rumours ~ if the information does not
appear trustworthy, do not passit on.

ENEESEERERNNTEN  HHSIHERNER 08 FRTHHIHCEAEBTM (UNREHIEIRT)
MJITBEE J AWEPIZEH - (Source: Swedish Civil Contingencies Agency, https://www.msb.se/Templates/Pages/NewsPage.
aspx?id=21363&epslanguage=en )
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(Photo Credit: StopFake.org,
https://www.stopfake.org/en/fake-
russian-girl-kidnapped-and-raped-
by-refugees-in-germany )
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