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EEIREE KNIk 202048 A [
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TRERE L & TRER ) BARBATAREER
Z Rz o

TRANSATLANTIC CLEAN NETWORK

. Government regulations in place to exclude untrusted vendors; and/or
All major telcos are Clean Telcos; and/or
Government signed 5G security MOU

. Government expressed public commitment for the
Clean Network or EU 5G Clean Toolbox; and/or
Government regulations in progress to exclude
untrusted vendors

! < y __— ESTONIA

DENMARK '
NETHERLANDS e #f
RSy

o

LA
Y
‘(I

5

UKRAINE

3
% ¥ ROMANIA v

UNITED
STATES

POR

THE Clean NETwork

2020 FF 8 H<BEHE TR R IR ETE
Clean Clean Clean S R RN RS ER R
CARRIER APPS STORE o REREEERTH - KREEZPHE 56
e b 4 EEERAE o (Source: U.S. Department
( of State, https://2017-2021.state.gov/the-clean-
c I ean c Ie an c I ean network/index.html; https://2017-2021.state.gov/the-
CLOUD CABLE PATH transatlantic-alliance-goes-clean//index.html )
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Al % BrEE - (16 th Edition) ZE/~ (Z0T~E )

(B SIPE e 40w AR ER R ST (IT infrastructure
breakdown ) B2 7% 2021 4 2 3K & bz

R F 518 (World Economic Fo- B E NS 104 T B e
rum » NE WEF) SEEEHE T 2HAE ( Digital power concentration) ~ " &{{i
s, (The Global Risks Report) A%, (Digital inequality) & "%
E 1S FRNERA S REERIEREA - 293 5 (Cybersecurity failure) BJ& 7+

MR R WEF 2021 &£ " 2 3R & e 3R & | #2020 FRABINBEINE 67 RE I H -

mate action failure

Infectious diseases 4
Qi

Weapons of mass destruction

’ Biodiversity loss
’ Natural resource crises ‘ Human environmental damage

’ Livelihood crises

Debt crises
g Extreme weather
IT infrastructure breakdown ’ ‘ " ’CybefSECU”W failure
Interstate conflict Prolonged Y Social cohesion erosion
4 stagnation |
3.5 Social security‘collapse" !
‘ Involuntary migration
Average )
L ’ Interstate relations fracture
340 Asset bubble burst‘ ‘ Digital power concentration
‘ Resource geopolitization
Public ;s
’Sta(e collapse infrastructure ‘Youth disillusionment
failure
Geophysical disasters
Backlash against science
e ! ’ <>Adverse tech advances
Commodity shocks '
Tech governance failure menn -
) Digital inequality
Price instability ‘ Multilateralism collapse
Industry collapse
3
0Menta| health deterioration
T .‘Ierrorist attacks
-
8 ) 2
] lllicit economic activity
E- i
-] 25 3 A 3.5 4
Likelihood — Average

3.28

2021 E2RERRE - HEFHAZARKEARBENATREN - AR MBNATERMERS  RERRE
BRBRBENEENDIN  BLET  FENRK - KEEFARHBERMER o (Source: World Economic Forum,
The Global Risks Report 2021, 16th dition, http://reports.weforum.org/global-risks-report-2021 )
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5G Policy Forum: Joint Declaration on 5G Security
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¥rinik 2018 £ 3 A " MR LRI 4

( Cybersecurity ACT 2018 (No.9 of
2018)) @ EEMNPEBREZRLE2E
EBREREMKELEMhE - #
EHRENFIEER & fELE

BELTRE 1. BRARKRZ2MHE
BRRBREYPRR - 2. ZBA
Blrfic AR Z 2 HBMRR
3% o 3. HEMEILSE REHER 4.8
LB E B RIER - R FIRKRIKEE

1

FEXZLEFERRBHERE
IS o

B R SRR IR AR R 2 BB T

/0~ 32B0 2018 FF 9 A " B 44 % B K |
( National Cyber Strategy ) * EE 2,
R EEHEER  REBRXEE

7z

HA&2018F 7 A "L 2B |
(Japan’s Cybersecurity Strategy) -

NATIONAL CYBER SECURITY STRATEGY 2016-2021

Our vision: we are secure and resilient to cyber threats, prosperous and confident in the digital world

v @

B 2016 FF 11 B T SRR L 28
NEBEREERNE  HEKERE -
('Source: Ministry of Housing, Communities &
Local Government, UK, https://www.local.gov.
uk/sites/default/files/documents/Building%20
resilience%20together%20-%20William%20
Barker,%20MHCLG.pdf )

e
DEVELOP

our skills and capabilities

DEFEND DETER

against cyber threats our adversaries

8 Supported by £1.9bn of transformative investment

HM Government over 5 years and INTERNATIONAL partnerships

[4. Policy Safe and Secure Society for the People

INg P¢ anc

For the realizafion of s}cieﬁ whit;h the people can live safely and securely, it is impo;ant to ensure multi-layered cybersecurity, through the
coordination of multi-stakeholders, including governmental bodies, local governments, oﬁber—related enterprises, critical infrastructure operators,

educational and research institutions, and every people themselves. The government will promote initiatives based on the “mission assurance”
approach in order to reduce risks to an acceptable level and ensure that these operations and services are provided safely and continuously.

1. Measures for the Protection of the People and Society
@ Promoting the policy of “Proactive Cyber Defense ”
(Promoting the sharing and utilization of threat information,
Providing information of vulnerabilities)
® Enhancing measures against cybercrimes Smooth implementation
of the Tokyo2020
2. Protection of Critical Infrastructure through Public and Building a Safe and S re Si ty for the P I
Private Sector CUUPL‘I’&“UH g a Safe and Secure Society for the People
@ Promoting initiatives based on the Cybersecurity Policy for Critical
Infrastructure Protection

@ Strengthening security in local governments

3. Strengthening and Improving Security in
Governmental Bodies and Government-Related Entities
@ Managing the state of information systems in real-time
(Measures based on new common standards)

4. Ensuring a Safe and Secure Educational and Research

HA2WBFTHRE " MEZTE2H

Hi% 17 @/E\;E$§§§E\%H§£I%EI N %U ﬁ_‘iﬁg QEIIrgglrecr’r?e’thir?gt;';cLéigle\,f%:;Selglcisleovtecll and practical training and
m [===] Shrasmi o] D exercises

%Hﬁﬁﬁggﬁﬁx&ﬁilﬂu ﬁg%ft;ﬁﬁﬂaﬁ% BETK 5. Initiatives for the Tokyo 2020 Games and Beyond

B WEEBARBHEREMEFE LD

@ Promoting the development of the Cyber Security

B j sl

Incident Response Coordination Center %u_}
Bg Zo 7m . H 6. Building an Information Sharing/Collaboration Gobvernmental  Local titical Research
%Z - E)} Pan I& tﬁ °© ( Source Nat|0na| Center Framework that Extends beyond Traditional Framewolkshmm

. . @ Promoting information sharing/collaboration between m
L provement and Conducting Development Collecting and
of Incident readiness and Strategy for Cyber- mult-stakehoiders Promoting sk piCi o or e exercisesand  of Gybersecurity  analyang
g i Safety Principles training human resource Information

7. Strengthening the Incident Readiness Against
Massive Cyberattacks
@ Strengthening the incident readiness against
massive cyberattacks in order to work on risk
management for both cyberspace and real space

security, https://www.nisc.go.jp/eng/pdfi/cs-
senryaku2018-shousaigaiyou-en.pdf )

xS N
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BERE -

BE2019F 48 "ERBERLEE
B% 4 (National Cyber Security Strat-
egy) ' RBEHBHE 1 MAE=K
BERAMKELE 2. ERMRKE
JEEEEREEN ~ 3. B AEENHE
KB 4 EERBLERIE
5. EMR R 2L - 6. BERREHE
2B fF -

MER2019F5H "THRBELE
785t= ) (National Cyber Security
Action Plan 2019-2024) » A& A 3
RER 1 RcBARER R Bl &
IBRAMISIBIREEEES ~ 2. ZFFRIME
WMRAIBEIRIFTEERRE 3. BHA
wHEREAEESF  HeRMER
HRIBIERIEEEIRIE o

B88 20194 6 A "8k = a% ., (The
European Cybersecurity Act) ° ZE &
LR b RRREEEER - 2.48
TEZ NN BEIR 3. 83 T’
R L 2ERREELR  BBET=E 4.5
LEREBNER  HERRE AR
BESHEEBRELZEMRE

BN 2020 £ 8 B T AR R 2B
(Australia’s Cyber Security Strategy

2020) - ERBMNBUFTEGHRR 10

FAKE 167 HRE RERIA 158

Goal 2

An Innovative and Adaptive
Cyber Ecosystem

Goal 3

Effective Leadership, Governance
and Collaboration

MEXR2019F5 A "HERMRBRZ2TEE, 8
4 3 KHEHE - (Source: Public Safety Canada, https://
www.publicsafety.gc.ca/cnt/rsres/pblctns/ntnl-cbr-scrt-
strtg-2019/ntnl-cbr-scrt-strtg-2019-en.pdf )

EHAR ~ X NERERRENE
EfhaEre] > 2. RELEEMMNAEE
EBRMBRBRXBEEXEIHNERE
= 3. 28R AEFIBNEF &
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ritical int uctur 05
sophisticated threats. State and
territory and local governments

have a role in protecting their
systems from cyber attacks.

COMMUNITY

The community should take
responsibili ractisin

\eir ponsibility for ing
rs

protecting their customers from
known cyber vulnerabilities.

e LA HE R - BNER
HERERDIREIEE  BIRERE2HIH
RIRIE  EZRERAKRERBIER &
BRERBMERAT RSREBBEGFZ
AERHEESER  JTERHE B
AR °

EER 2019 F 1 AIEERET (EB%L
2EEE)  FARKBIEE TERHE,
AEF/HEENN 2020 FF 4 Ak "ELRIE
v o BREETREEBRLERNE
ZRRER  FERLAKLZZNERN
BIHS > BEETNERELER -

RREBEAEBMEERAE - EEHES
BRMBEREPRT @ BREKRSHELK

16 BREAT

BUM 2020 F 8 B THEIE L 2B | R - IRE
BN~ FAEBPUB AN EE - [RIEARR LS - (Source:
Department of Home Affairs, Australia, https://www.home-
affairs.gov.au/cyber-security-subsite/files/cyber-security-
strategy-2020.pdf )
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