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Introduction

1. Introduction

The theft of intell 1 property and itive information from all industrial sectors due to
malicious cyber activity threatens economic security and national security. The Council of
Economic Advisors estimates that malicious cyber activity cost the U.S. economy between
$57 billion and $109 billion in 2016 [1]. The Center for Strategic and International Studies
estimates that the total global cost of cybercrime was as high as $600 billion in 2017 [2].

Malicious cyber actors have targeted, and continue to target the Defense Industrial Base
(DIB) sector and the supply chain of the Department of Defense (DoD). The DIB sector
consists of over 300,000 companies that support the warfighter and contribute towards the
CER“ F I c ATI n N research, engineering, development, acquisition, production, delivery, sustainment, and

operations of DoD systems, networks, installations, capabilities, and services. The aggregate
loss of intellectual property and certain unclassified information from the DoD supply chain
can undercut U.S. technical advantages and innovation as well as significantly increase risk
to national security.

As part of multiple lines of effort focused on the security and resiliency of the DIB sector, the
DoD is working with industry to enhance the protection of the following types of unclassified
information within the supply chain:

e Federal Contract Information (FCI): FCI is information provided by or generated for the
Government under contract not intended for public release [3].

. Canm)lled Unclassified Information (CUI): CUI is information that requires safeguarding
or ination controls to and i with laws, regulations, and
government-wide policies, excluding information that s classified under Executive Order
13526, Classified National Security Information, December 29, 2009, or any predecessor

or successor order, or Atomic Energy Act of 1954, as amended [4].
O - Towards this end, the Office of the Under Secretary of Defense for Acquisition and
Sustainment (OUSD(A&S)) has developed the Cybersecurity Maturity Model Certification

(CMMC) framework in concert with DoD stakeholders, University Affiliated Research
Centers (UARCs), Federally Funded Research and Development Centers (FFRDCs), and the

DIB sector.
= This document focuses on the CMMC model which measures cybersecurity maturity with
1 CYBERSECU RITY MATU RITY five levels and aligns a set of processes and practices with the type and sensitivity of
e y: information to be protected and the associated range of threats. The model consists of
%_ M O D E L C E RTI FI CATI O N (C M M C) maturlty processes and cybersecurity best practices from multiple cybersecurity standards,
ks, and other reft as well as inputs from the broader community.
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Percentage of Clients Notlmplementing
specific NIST 800-171 Controls

3.5.3 (Multifactor) I ©1%
3.6.3(Test IR) | ©1%
3.8.4 (CUI Markings) I ©1%
3.8.5 (CUI Access) I 59%
3.13.13 (Mobile Code) N  87%
3.1.3(CUI Flow) I 5%
3.13.11 (FIPS Crypto) I 83%
3.14.7 (Unauthorized Use) I 83%
3.4.2 (Configuration) I 83%
3.8.7 (Removanle Media) I 83%
3.8.8 (Portable Storage) I 80%
3.1.11 (Session Termination) [N 80%
3.14.1 (Flaw Remediation) [ 80%
3.3.4 (Audit Logging Failure) [ 80%
3.4.8 (Blacklisting/Whitelisting) [ 80%
3.7.5 (Multifactor) N 80%
74% 76% 78% 80% 82% 84% 86% 88%
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Threat Assessment

]\$ 2= El] E uﬂ ﬁg i I& z= , mﬁ?Eﬁ{ jJ'\":": o Release Date: October 6, 2020

Washington, D.C. - Acting Secretary of Homeland Security Chad F. Wolf released the Department of Homeland

Security’s (DHS) t Threat (HTA). This first-of-its-kind report izes threat infi
across DHS i ing i and
< — o
== j: va ﬁ/ \Y £
N éz EE\ ] |g : ( 2 02 O ) f'f 10 “This HTA is as close as the American people will get to seeing and understanding the information that | see as.

Acting Secretary and that our employees see in their national security missions. As you read through the HTA you
should have faith in knowing that these threats were i ified using the best

H ?é ﬁ E/\] ﬂz }E r :t ﬁ % E‘Z % §$ {E J ::\Ft& % fi ion, and available to the Department,” said ActmgSe-cretaryChad F. Wolf. “When

the American people read this HTA they will be more aware of the traditional threats facing the Homeland like
terrorism and organized crime. However, | think they will also realize that we face a significant threat in the

}E H:Il W = |g % jj 35 = % _|—_E ?Fﬂﬁ|t Iiﬁ/ﬁ 73”:—( @ Homeland from nation-states like China, Russia, and Iran.”

2020 Homeland Security Threat Assessment Findings of Note

* Cyber threats to the - from both nati tates and tate actors will remain acute - and will
likely grow;

» The COVID-19 pandemic is creating new opportunities for the United States’ economic competitors to
exploit the American people;

« China, Russia, and Iran may seek to use cyber capabilities to compromise or disrupt critical infrastructure
used to support the 2020 elections and may also use influence measures in an attempt to sway the
preferences and perceptions of U.S. voters;

lone off and small groups will pose the greatest terrorist threat to the
Homeland, with Domestic Violent Extremists presenting the most persistent and lethal threat;

» Transnational criminal organizations will continue to be an acute and devastating threat undermining
public health and safety in the Homeland and a significant threat to U.S. national security with Mexico-
based cartels posing the greatest TCO threat to the Homeland;

» The duration and severity of the COVID-19 pandemic in the United States and within Central and South
America and the Caribbean will shape migration to the United States’ Southwest Border, exacerbating the
underlying economic and political conditions in the region. As COVID-19-related restrictions on mobility
ease, we expect to see increased migration flow to pre-pandemic levels; and,

» Natural disasters continue to pose a threat to the life and safety of Americans while also impacting local

and national economies.
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FIGURE 4.16

People who feel that violence is justified in
advancing political goals, United States,
2017-2020

Both Democrats and Republicans are now much more likely to
feel that violence for political ends is at least partially justified.
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FIGURE 4.10
Distribution of far-right incidents and deaths from terrorism by country, 2002-2019
The US has recorded the largest number of far-right incidents and deaths in the West.
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Source: START GTD, IEP calculations
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FIGURE 4.14
Mass shootings and terrorism in the US, 1982-2019

The number of mass shootings that can be classified as terrorism has risen over the past decade.
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