Ak KB TAMBRG TR FAAGHBG LB RAA
[— AR 4ol 2fk] 258 WRAABGELEHLE—K [ =+l
GRT 444 o

46 BErERT



EEFNER

FR > Rl EBAMEERG
BRI BRI - HRMMAIHE TS - 1
MR DEMREERER  EREAAVR
AME BT Y m ;1A R RIS AR R R AR
LfER > EARANAER T HET MY HE
PIE - UATERBAFERHEAETR
MBENIREE Y NOREREE— "R
Bl T | 5 BIEE 5G "R, MNBEARE
Bd PK "% RURNSIEREM -

T, 5G

MEEE > AENBEERHNESF
IR D ZEEN » 1G~ 2G ~ 3G ~ 4G B
AR AN AL - T FRAAR
ETES 2| — @B R N A BRI RS -

"5G, o HR 4G BABMEEAE » T—
EHRRERRERRREZEAR - S8 L -
G, HRNBREEZEBEN —RKHNE
o BBKE > MAMEN - 1G A:EEE
552G BN BB 5 2.5G ~ 2.75G

AEEREER s 5% 3G B ~ 3.5G ~ 3.75G ~
3.9G ' —HEEZIIRMEERE A 4G o

M5GERYRER « EiER - BEHES
ATEENZEANFARERR V2X (Vehicle
to Everything) ~ IRIEBERERAM « WiEX
LM M E AR ER - EASAL
B! MRS EE 1234 5%
EEW? EARE 0 WA 4G ~ 10 F£FEY
5G ~ 2030 £ #Y 6G * FF2KM 7/8G A8 i 1@
AEAMNFRE  BAEE  2—HKE—K
ZFEE EENRE SRS AMOH
RYRRRZEE o BB T %2y B ? HERIHN
B4 E K - TPERBIE PK (Public

Key) BITRETEUE 20 o

No.32 MAR. 2021 47




HEARE R B BEIRF HREEREENRETA -

M4t | PK EERAEREEMNEBTA - #EH—H
BRI E2ERELE  BENEERE
BTR2 EEYFREHEBNERE -
ZHMEF "a"'mod p=1, » E—HINA
ARSBIFE TR HhpAEE
EREA o™ BRI p MRBNE RS S
1 BEBEImE

HKYREN R, BRERTE 7
5G BT AV DOTR T A BE Y ER BB IR
B BRFERMAGHAEEEN  A—
TRIBMR - KETEEN - ABAE 28
BHRMMETY | EETAEFE KT
BB EHNETE (Fermat, 1601-

1665) WHTE T E2 , MRS BT bmess psll RS mod 11=1 -
MEASETHEREDMHNFTES il p=11 RFFATLE 6" mod 11=1 -

EERBERBENETE  BETE gm0 oty BEELTH 7" mod 111 -
BT HEERR  EETNRE - B
IEIE%SI'%Z , %Ea%ﬁ%ﬁ& N %IEJ”E\F_FF N %@%%“?‘$§I ? IEEE/\J ’ E?ﬁ%%ﬁ@ °

48 EnEAT



EEFNER

ERNERBBRERY
ZTRE AR A
BUY B R @ s s 2
SHBIRIRTESE -

EBREFNERER

BRAL A~ B IR AR M 4B
% ERBARSEBEL

—BAFIBE LT B (Euler
1707-1783) /REFNHREEENE > B
EFHRE - "a"mod n=1, » Eo(n) A
BRAIPREY - BIBRBAINHRE /T &
BHIEE 0n)= "/ n BE n BEEHFT
BIEEZES, (Bla0 0(7) R/ 7 BEE
7 HBMEA{L, 2 3,4, 5, 6} [EEEHE6
850(12) B/NA 12 HEA 12 B EMIEA {1, 5,
7,11} EEHEE 4 @) - EAeRRER
HNAREBEUEREFNEEZER -
FERAIAILE—A3ET » AW T ZRRE
JLURMAE S - BEEAIEEEENAE
WA RS ENBUES  REMAKRSL
2R EEENIERN - BEREINEEM -

5G & & il b

CEZMANARTERSR S "22 .
EMEER —ER "WEME, -5 —F
= THEEM, 56 @AM ERKRERIH
RRBRARE  BELEAMEE LK
FTE G RN L2 MENE—8 - Atk
EEMAETFNE L EEREENLS
EHERAER o A RAEKEMEIT 56
S BRI KREE R CEMEEY " &
BIEE . - REEXEHETE "22 ) EL
LR EERBERBERN 2019 F 5 B#H
17 TIREEBEA KR 2 LB SERVAT (2
Moy BT LR EEERM "X
BIERA 5G 5|2 AR #ial ; (Overview
of Risks Introduced by 5G Adoption in the
United States) - %58 5G B8 /E friVffess
Mes  HEEATRE 56 HHRKXR
EHIRREE « BASTHITEAATARR T K
ZZ ) AR~ 56 RARE RCHEE AR
Z2EE ~ hSHIREINGE » 56 £l
BRIFEESHEZRIE I 56 ATHIER

R Hppy TEE RS2, - EEt
KB EIHER - B) 56 R4S EmRE
MEE  FRHENELSPTRA - &HLIETS
HWHNAFEIBRGRELILD - B
BEITHNES KRB BENEM » BH5E

No.32 MAR. 2021 49




W R IEEMAIER S RREE M - EA

FASMARNEET  LL—BEALRAE
TR key BENESEM T BB L /Y
AL MEWTT R LB XTI AR key
HWATIHUWAY " BRES L EITRE > RIFE
BHENERREE M

o

'@%E%@Wﬁ%%%ﬁ@

:_’F\A,_{ n:FM _E
T § S T & VN

u.

A TR key s HIREMNERE " BRE
B, - BEREXMBRELSE  TBE
B W — et - MRTTRIEFEILL
NERY TARE key o KRR T BRGE TJ%J ’
BLHEXNEERE "RIE, &
MER  SRABEBRMSAVKE - 7(£
ARZBAELT  BIFRZHRONEAF
key » REZHMFIEER " BRI
WIERMRES DB HE
R-ABEERR (AIRKXEHRD S

Risks from 5G Deployment -

The Agency is working interagency, |ndustry and international partners to manage the accompanying risks and challenges to 5G

tation appropri ir g its security and resilience at the design phase and reducing national security risk from an
untrustworthy 5G network. While the deployment of 5G presents opportunities to enhance security and create better user
experiences, there are several risks that should be considered, such as:

Attempts by threat actors to influence the design and architecture of 5G networks: 5G will utilize more
ICT components than previous generations of wireless networks. Municipalities, companies, and
organizations may build their own local 5G networks, potentially ir ing network ilities. Improperly
deployed, configured, or managed 5G equipment and networks may be vulnerable to disruption and
manipulation.

Susceptibility of the 5G supply chain due to the malicious or inadvertent introduction of
vulnerabilities: The 5G supply chain is susceptible to the malicious or unintentional introduction of risks such
as malicious software and hardware, counterfeit components, and poor designs, manufacturing processes,
and maintenance procedures. 5G hardware, software, and services provided by trusted entities could
increase the vulnerabilities of network asset compromise and affect data confidentiality, integrity, and
availability.

Current 5G deploy I ging legacy i e and untrusted components with known
vulnerabilities: 5G builds upon previous generations of wireless networks and is currently being integrated
with 4G LTE networks that contain some legacy vulnerabilities. Some of these legacy vulnerabilities, whether
accidental or maliciously inserted by untrusted suppliers, may affect 5G equipment and networks despite the
integration of additional security enhancements.

Limited petition in the 5G marketpl: Iting in more proprietary solutions from untrusted
vendors: Despite the development of standards designed to encourage interoperability, some companies,
such as Huawei, build proprietary interfaces into their technologies. This limits customers’ choices to use
other equipment. Lack of interoperability with other technologies and services limits the ability of trusted
companies to compete in the 5G market.

5G technology potentially increasing the attack surface for malici actors by ii duci
vulnerabilities: The implementation of untrusted components into a 5G network could expose
communications infrastructure to malicious or poorly developed hardware and software, and could
significantly increases the risk of compromise to the cor iality, integrity, and availability of 5G data.

new
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