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Administration of Barack Obama, 2015

Executive Order 13691—Promoting Private Sector Cybersecurity Information
Sharing
February 13, 2015

By the authority vested in me as President by the Constitution and the laws of the United
States of America, it is hereby ordered as follows:

Section 1. Policy. In order to address cyber threats to public health and safety, national
secunty and economic security of the United States, private companies, nonprofit
ions, executive depa and agencies ies), and other entities must be able
to share information related to cybersecurity risks and incidents and collaborate to respond in
as close to real time as possible.

Organizations engaged in the sharing of information related to cybersecurity risks and
incidents play an invaluable role in the collective cybersecurity of the United States. The
purpose of this rder s to ge the voluntary formation of such to establish

to continually improve the ilities and functions of these organizations, and to
better allow these organizations to partner with the Federal Government on a voluntary basis.

Such information sharing must be conducted in a manner that protects the privacy and
civil liberties of individuals, that preserves business confidentiality, that safeguards the
information being shared, and that protects the ability of the Government to detect,
investigate, prevent, and respond to cyber threats to the public health and safety, national
sceurity, and economic security of the United States.

This order bmlds upon Lhe foundation esmbl:shed by Executive Order 13636 of February
12, 2013 (Imp: g Critical , and Presi | Policy Directive—
21 (PPD-21) of Fcbruary 12,2013 (Cnhcal Sccunty and Resili

Policy coordination, guidance, dispute resolution, and periodic in-progress reviews for the
funcnom and programs described and assigned herein shall be provided through the
process established in Presidential Policy Directive-1 (PPD-1) of February 13,
2009 (Organization of the National Security Council System), or any successor.

Sec. 2. Information Sharing and Analysis Organtzations. x) The Secretary of Homeland

Security (Secretary) shall strongly the of
Sharing and Analysis Organizations (ISAOs).

P

(b) ISAOs may be organized on the basis of sector, sub-sector, region, or any other
affinity, including in response to particular emerging threats or vulnerabilities. ISAO
membership may be drawn from the public or private sectors, or consist of a combination of
public and private sector organizations. ISAOs may be formed s for-profit or nonprofit
entities.

(c) The National Cyb: i ion Center (NCCIC),
established under ﬁec\:mn 226(})) of Lhe Hnmeland SPcunty Act of 2002 (the "Act"), shall
engage in conti ive, and inclusive dination with ISAOs on the sharing of

ion related to cyk ity risks and incidents, addressing such risks and incidents,
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Package STIX_Header |—| Title | [1BRiELE)
Exploit_Targets |—| Exploit_Target |—| Vulnerability |—| Affected_Software |—| Affected_Software |—| Observable |—| Description |

Incidents | Incident |} @id | [szmER) €2 Su-)

(BHEE/BEEE]

-I Time } I Incident_Discovery | [ S2IRRER )
[ NZSEIRE/ S &Rt ) Incident Reported | [ S¥H5RT ]

—| Categories H Category | [SHHER) Incident_Closed | (BRI ]
—I Reporter H Identity |—| Name I [3¥7nEEqI]
—I Impact_Assessment H Impact_Qualifiation | [EER]

-I Leveraged_TTPs H Leveraged_TTP |—| 1Ajl |—| Description | [F353)
—I COA_Taken H Course_Of Action |——| Description | [BmiE e/ RN% )

—I Related_Incidents H Related_Incident |—| Incident @id |

—| Information_Source |—| References | [£EZF]i ] ' [RimARsE ]

[ 3R ]

—l Related_Observables H Related_Observable l—' Observable H Object I_I

L1 Properties ArtifactObj | [Bi#E)
Source_Socket_Address IP_Address H Address_Value | [RIRIP]
Port |—| Port_Value | [RiEE]

Destination_Socket_Address IP_Address |—| Address_Value | [ BfEIP])
Port |—| Port_Value | [BFE]

Property |—| Value | [{RH512 ] [RHRA]
[FHER]

—|7Confidence H Value | [RBEE]

—I Contact H Identity l—l Specification l-| [ ke &R )

PartyName |—| OrganisationNames |—| NameElement |—| Value |

ContactNumbers |—| ContactNumber |—| ContactNumberElement H Value |

ElectronicAddressldentifiers |—| ElectronicAddressldentifier |—| Value |

STIX RN —EIZEAERLES - AMNRE « BE - HlAEEEEBREEEN  ENTHBEEER
BESEUHEN BASTXBERINEE - (BHEKR: TEREREREBEZEE - hitps:/nicst.ey.gov.tw/
Page/7CBD7E79D558D47C/741eb851-7f16-4e72-925¢-3a041d898ce3 )
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/N (US-CERT) 39 k2R jﬁ% (A E@J ( Small/Asymmetrical Trust )

DE o STIX BN/ 12 REEA " » HRA 3 AEELEE2 -

AR E T A B T EE TR

( Context-Sensitive ) ° « #4888 (Hub-and-Spoke )

—~ TAXII 1. T8 THBENRS, FAREEX M
TAXIl RE—ERR BB BE R E ¥ SRMEMNES T ISACEH B

H o Eoheg bR HABE S ER AR B —EXBEEE (B ) PO

PN
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- HUBHI TR B8R X T 8857

(spoke) - TM#& HUB BRI EMHZE °
CybOX = — @R 2L 8975 7% (sche-

2. PERNRE 3 -
ma) }EHJ//{ E%iﬂj'fng ﬁﬁﬁfﬁ’]m*ﬁ 3 ﬁN |SACT\\/}EH$H;I$ |_]/| e —.:.hTH- ]
(LA + HRATE AT LU B R AR 'ﬁgfrﬂ@,vmi SR
FEABNEHAR - TRT EleE

CybOX IR AR L2 Em = JRAIBY (Hybrid)

— ~ CybOX

"12EEBE EREBERER (Observables) ~ EXREEZET (Indicator) ~ EXBEEZEMH (Incident) ~ EXEEF A (Tactics,
Techniques, and Procedures, TTP) ~ ELZEHZEE) (Campaign)  BELXEEE (Threat Actors) ~ BELEZ BIZ (Exploit Target) ~ &%
BB (Course of Action) ~ BLEEZME (Reports) ~ BLBEIREALEIR (Security Advisories and Alerts) ~ #7T7#E5| ( Operational
Practices ) E255EE 3 ( Vulnerabilities) & ©

" IRIEThAEE S  EULARFE (Inbox Service) ™ WWEXARFE (Poll Service) ~ LR R (Discovery Service) M E]BE IR ( Collection
Management Service ) & ©

U BEEB BRI ( Threat assessment and characterization ) S = #REEHE 4 (Malware characterization) ~ #2{EZE#-EIE ( Operational
event management) TEMENEEHEE S8k (Security information and event management / Logging) ~ A9 EHE %N ( Cyber
situational awareness ) ~ E{FFEE (Incident response ) ~ ¥EIEHZ (Indicator sharing ) MBI ( Digital forensics ) & ©
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BHESRRERRIEEHHERAKES
Pipeline miles 5500
Refinery Connections 29

NORTHEAST

Customer Terminals 267 DISTRICT
Daily gallons delivered 100 Million N
People served 50 Million Rt

SOUTHEAST
DISTRICT

GULF COAST
DISTRICT

\\\\\

COLONIAL PIPELINE COMPANY
SYSTEM MAP

$10,000,000.00 usD

FOR INFORMATION LEADING TO THE LOCATION, ARREST, AND/OR
CONVICTION OF OWNERS/OPERATORS/AFFILIATES OF THE

Darksme Ransomware
Bs a Service Group

SUBMIT TIPS VIA TELEPHONE OR THE FBI WEBSITE BELOW

Follow-on contacts to be established through
WhatsApp, Telegram, Signal, or other platform
of reporting party’s choosing

1-800-CALL-FBI https://tips.fbi.gov

(1-800-225-5324 )

Colonial Pipeline #%3<ESpa B A EE (L rER] - &
2% QEZARBRMARXEERES R
B 45% BYPRRHELIE o

BEW
FEXH

E=FAFAERT2021 E 11 ARESE1 TESE

TUHES 0 BB ARERES Dark Side B R EEEEH
BEAYMZEDYAE > (Photo Credit: Official

FBI Twitter, https://twitter.com/FBl/status/14563449122
245222417s=20 )

* IT % Information Technology ( B E4T ) ~OT % Operational Technology ( 23 #51f7 ) *SCDA % Supervisory Control and Data Acquisition ( &
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Data Ransomware Network Network System
Segmentation Complexity Maintenance
IT SYSTEMS = IT/OT CONVERGENCE = OT SYSTEMS
Implementing cyber hygiene and best practices l::: Properly segmenting IT/OT systems, and ensuring ':E System owners should ensure that OT systems that
1msa 1

within IT networks can protect wastewater
management systems from cyber attacks such as

that no part of OT systems connect directly to the
internet, can greatly reduce the possibility of a

] help wastewater systems control valves and pumps
and monitoring are properly protected through

ransomware and data theft, and reduce the risk of I successful attack upon ICS/SCADA systems that ] patching and proper network mapping. Human
lateral movement within systems or networks. :.E support the manage wastewater function. :.E machine interfaces, through which operators
= f== typically control OT systems, should be a priority for

securing.

RESOURCES

AVAILABLE RESOURCES INCLUDE: CISA's Cyber Resource Hub provides a range of free, immediately available cybersecurity resources. CISA's Cyber Essentials Toolkit for non-technical

leadership. Securing Networking Devices provides guidance on Segmenting and Segregating Networks. Stopransomware.gov contains best practices for preventing or responding to
ransomware. The Industrial Control Systems Joint Working Group (ICS-JWG) has links to trainings and resources related to the securing and safe operation of ICS systems. CISA also
provides no-cost cybersecurity assessments. The WaterISAC provides wastewater managers with cyber hygiene and water security resources. The AWWA'’s Security Guidance and Tool
supports the sector in implementing the NIST Cybersecurity Framework and use of Cybersecurity Guidance and Assessment Tool.

EEBHHY ClKBRESRUMHEHRNEENZT2IES] » (Source: CISA, https://www.cisa.gov/ncf-water )
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