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Whereas the Taiwan Relations Act (TRA) wa
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continued commereial, eultural, and other relations he-
tween the people of the United States and the people of
Taiwan, and serving as the foundation to preserve and

promote continued bilateral bonds;

Whereas the TRA enshrines the United States c

lable to Taiwan such defense articl

may be ne

in such quantity

iwan to maintain a sufficient self-def

Whereas pursuant to section 1206 of the Foreign Relations

1

2 tives of the United Stiges of

Be it enaeted by the Senate ana 1,

AN ACT

To f eourity in T,
ter seeurity in Tajy, for other purpg
s,

Authorization Act, Fiscal Year 2003 (Public Law 107— 1 smomon 1. swogn [
- o T,

228; 22 U.S.C. 2321k note.), Taiwan is to be treated as o e

though it were designated a major non-NATO ally for 3 of 20197 o e the ot Assurae 1

transfers of defense articles or defense services;
‘Whereas in 1982, President Ronald Reagan further clarified
the importance and resilience of the United States-Tai-
wan relationship with the issuance of the Six Assurances;
Whereas the TRA and the Six 2
of United States policy with respect to Taiwan, as was

surances are cornerstones

e
A 7%;

4 SEC.2 FINDINGS,
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Co
ress makes the following findings.

(10 Aprif 10, 2019, s g0 A0t an
niversry

of the Taiwan Relations per o 1979 (Public 14
aw

96-8).
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strength of these relationships is what we hope to replicate in our new and burgeoning relationships
in the Indo-Pacific.

SINGAPORE
Singapore remains a steadfast partner in Southeast Asia with a strong commitment to promote

from any foreign military.
Singapore was the first and only Asian country to contribute assets and personnel to the Global
Coalition o Defeat ISIS, and has participated in Operation Gallant Phoenix since May 2017.

Singapore has commanded Combined Task Force 151 in the Gulf of Aden five times.
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Fake News Is A Real Problem

Facebook engagement of the top five fake election stories

Pope Francis Shocks World, Endorses Dona\d
Trump for President, Releases Statemem 960,000

"Wikileaks CONFIRMS Hillary Sold Wea'poms m
ISIS...Then Drops Another BOMBSHELL! Breakmg News" 789,000
Sl
"IT'S QVER: Hillary's ISIS Ema\\]ust Leaked & \ts
Worse Than Anyone Could Have \maglned 754,000
"Just Read The Law:; Hillary Is D\squahﬁed From
Holding Any Fedew al Ofﬂ(e 701,000
"FBI Agent Suspected in Hillary Email Leaks Found
Dead in Appartment Murder-Suicide" 567,000
yenver Guardian
Total Facebook engagement for top 20 election stories (August-election day)

Fake news (. C./ M
Mainstream news (. 7 3 M

2 i 4

Headlin:

statista%

R BB ERE Statista $ ¥ AR E1E 3 B A BB
AR EETSEIER
&£ ) ° (Photo Credit: Statista, Martin Armstrong, https://www.statista.
com/chart/6795/fake-news-is-a-real-problem )

st (BRE%E  LEENES

ERZAERFNERME  EEHR

BEARRYHRER  MER Y ISHRE
ﬂﬁl%fﬁlaﬁﬁ_&n_ﬁb%\ # o BRAMABREEER
HES » HLIFEEEAELETEEES F!?ﬁ'ﬁ
FEEFRKIFBEMENBRATIEA - ERER
BETEENRBIFFRBNEINEEFIE J@ﬂ
RERBETS R TEXE  EAFBERKERE
ANARBERTEITR  ERAERIIZELL
TMEFTE L SsRH I mATE IR
FEEE - Zuckerman (2017) HRIgH » HA
—EERNAEENMBRENEERIER
RIRY T BESC , (shitposting) -+ ZRBIFI AR
KBS Es ABURRRE S (BINARIES
B9 THREERT ) BRE) - WERAIEEM W
TE A0 R Eﬁ?ﬁﬁﬂ%%ﬁ@i?ﬁﬁ’l‘%@
REEMEMIENEEEE  SRHRER
XLﬁ@ﬁﬁﬁ’@ﬁuém



SEENER

=R BRI BRI ERMN SR
RERE  EHRERBASHEDEF
BRANNNBEE - B ARZIERNZ
REMEENEBARAUEENER
& Bk - BN ZRIRELER
AERIE X -

HEBEMEETE2EMUEERT
“LikeWar: The Weaponization of Social
e e e Y Media” —% - BRERE (FROBF
| ' | HBEBNRS(L)  EREEFERE
BRAERKRERBEHZEIEN—AK
PUA HOBOCTY PACCKAXET : B ABCRTER (BF) - RaiLs
0B UCHE3HOBEHWUM JIYHbI B HEB (A P Y By FEBUSHVREE © LIK

MOPMATE AR . N v
L I ] e ® & & & & & & o %ﬁ?;ﬁiﬁ/ RE&D{TE@&E%E&%D%TZ\iﬁ

o . . o HEARG  BRAMONT T REL ~ A
& PUA HOBOCTH S cnoer dé NPAM L

RN ISR I = A BT RR

I SR & (ISIS) AN{THRAL BLR BRRREE - 41

mm - AT — R A BB SR+ LU AT A

Cosundopm6iopo 1941 . E/\] ﬁjﬁ\ E E/\] °

0010 WHTEPHET-CMK NPECC-LIEHTP MEP! MATUA PEATMHIA M AHAJI

MRS R B S BAR L
BUREREREER

TPEHUHTU NEPEBO/IbI VHOOTPADUKA M IM3AAH MOBUITbHBIE FIPUIOKEHMS

%= (2018) 3 A+ (FI2) Mt
= > | B—REEBNERIATHRX - EERH
Sputnik NpucoeaMHUNCs K Mpakckuii repoi KOHKypca PUA HoBocTu pacckaxeT o6 j( I:Fl ’ Eﬂ: 31: /\ E ﬁ *ﬁ 3& % —I_ EE 5'5 %gé 6 ZF E

[noBGanbHoMy WM. CTEHMHa HAYHET NIe4eHune WcyesHoBeHUM JTyHbl B

mepuacornawenuio OOH B Mockse opmare AR = j‘? é ﬁzé j‘? L E"J ﬁﬁﬁ EI:H: ( /j j:ﬁ E =)

=B

MEMEMRANS ) AR DA &R -
ERBIR > EMATOTH 12.6 BRIFAE
E - ERMEEMREENGERRER

EENEMNG6E  MEEREBINEHLEES
RBFBFE S (5 AREN) RESEBIENE o N
BEUE TEHE, 2 S A Dmity Kiseyov (L) 4122 REEARZREREEDZ - LIEE 1,500

B TS REEMBAELRE o (Photo Credit: Rossiya A& EBIABEHEILE 10 )\
Segodnya, https://xn--c1acbl2abdlkab1og.xn--p1ai; Ministry of Digital

Development, Communications and Mass Media of the Russian
Federation, https://digital.gov.ru/en/events/media/2698/ )

BCE HOBOCTHU

ik

I

il

No.23 SEP. 2019. MJB 13



% 5%{ E/\j j/% I%é;a\

MEZMSA8FE 60 /N6 EBR
MEHWABRIZEE - Lt

EHEHEESZIRES Y
7 70% - B EWEIERHE
ATt LEEEHESZT
35%; EEASRDHHESE 1,000
AR [EEFRASE RS
B 10 BAEE -

& HM Government

Be careful what you share.
Things aren’t always
what they seem online.

Use the S.H.A.R.E checklist

Before you like, comment or share online, use the S_.HA R.E checklist to make sure you're not contributing to the spread of harmful
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content.

Source
Make sure that the story is written by a source you trust, with a reputation for accuracy. If it's from an
unfamiliar organisation, check for a website's ‘About’ section to learn more.

Headline
Always read beyond the headline. If it sounds unbelievable, it very well might be. Be wary if
something doesn't seem to add up

Analyse
Make sure you check the facts. Just because you have seen a story several times, doesn't mean it's
true. If you're not sure, look at fact checking websites and other reliable sources to double check

Retouched

Check whether the image looks like it has been or could have been manipulated. False news stories
often contain retouched photos or re-edited clips. Sometimes they are authentic, but have been taken
out of context

Error
Many false news stories have phony or look-alike URLS. Look out for misspellings, bad grammar or
awkward layouts
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Theresa May defies security warnings of
ministers and US to allow Huawei to help
build Britain's 5G network
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Huawei will be given limited access to help build the UK's 5G network CREDIT TELEGRAPH

By Steven Swinford, DEPUTY poLITICAL EDITOR and Charles Hymas, HOME AFFAIRS EDITOR
24 APRIL 2019 - 9:02AM

Follow ~

heresa May has given the green light to a Chinese telecoms giant to

I help build Britain's new 5G network despite warnings from the US
and some of her most senior ministers that it poses a risk to national
security.

The National Security Council, which is chaired by the Prime Minister,
agreed on Tuesday to allow Huawei limited access to help build parts of the
network such as antennas and other “noncore” infrastructure.

Sajid Javid, the Home Secretary, Jeremy Hunt, Foreign Secretary, Gavin
Williamson, Defence Secretary, Liam Fox, International Trade Secretary,
and Penny Mordaunt, International Development Secretary, were said to
have raised concerns about the approach.

The decision is likely to anger the US, which has banned Huawei from its
government networks and put pressure on other partners in the Five Eyes
intelligence alliance — the UK, Australia, New Zealand and Canada — to do
the same.
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The Daily Telegraph, https://www.telegraph.co.uk/politics/2019/04/23/
theresa-may-defies-security-warnings-ministers-us-allow-huawei )

g HBREFELERE S BFRUERR
FE7ESE T | i FEIR L - TN T
ZMim SERET  ERRERECE
B BRBREOSRRBR BT -

BiF : T@EMEPT . TR
SE N B B E (R R
ERATIER TBEPT, o RXEEL
JIIZ (Donald J. Trump ) & #5122 8

No.23 SEP. 2019. MJIB 27



Bl cre

= » /M\ \ 5
They'pay between €500,000
and'€155m <o €2m.

R FREEITR UM (A T) RESRER Y MEEN XM EERELEH @ 513 ERAK - (Source:

Guardian News, https://www.youtube.com/watch?v=Nz6BeEVVCjc )

USRS R AT B RE M BT ERAZE
TRARER T - TR — R R I B R Y 8 L
S FsREr e ZELTEE - AT
WL TEmPI ) M -

2017 F 10 A R FIF G EE - I
RE-BENGAFHER BERERAR
ZIAREZEHEINBEHEHNE S
KT - MEZRDBEEEE -« BIRE -5
F5A17H mRER (HEDY (Der
Spieger) ~ (FE@E=H#R) (Suddeutsche
Zeitung) A Y —BREHE R AR
Bth A B B AR IR BT S R A 2017 R ER
Bl RANRTHEEESR Y —RBEBEM
RITEMEEZRBELZNLZ T » BT
#o A EREEAERSESR L&
BAUBA LREREA0R -

FRAREREESER—FF  AlE
LS A AR - ES ANBEE - BEE
BRI NZEZEERAATME o EE BRI
EEAREEE RN EERRLER
RENTZBRENVE  BHEEHEK
EREENBATE - BT B R R
fBHE  NREMEBFERIREEE - AME
HANCRHMMN T Z2MESE - e RETE
KAEBHENZFE HEnN5H27H
BBANEER  BIEEM % (Sebastian
Kurz) REABEEZ KR _BEE1
AL I A AR IR o

PEE S AYVIRBAERES

EMEREREEIEERBYNSE
o AR R TFNMBEEZH S
"HERE L ~ TEIRI2E , MEE -

| RERENSE IR 4 AKERAENEREL - AERERE) EALRERE o

28 BREAT



m.,

R ABEERAABESABNEREBLESEMR RNANPRRISUMERIE Y THERE ) B TS R
R B —BEREUKEIENAE- - (Photo FHIF REIEEMEE  KETANENAE - (BRRR =5
Credit: European Parliament, https://www.flickr.com/photos/ ~ #+ /&SR )

european_parliament/39788861053 )

5 55 5 (B BT [ By X B2 B BR IR AR Y DR
£ BRZE2EGEF  WARMAESEALHK
NAEER  REEOBNEZER - &
FZBAERE - AMBRNEESE
EP REHEEXE - REIREZENE
BEFR REHRZE2EE  BAAAR
B BBUFEXN QMG A BEBE

BRHETEARE  LAAE LEEFEA
BERIFEBRMBEHS

2R HR B B AR R BT R A Y
f HERA " HERE  ETHHIZ2E
EEME - RUBARER TR AIRESN
B8 BRI SIR R R I - BRI S FFLUR
ZNHN 0 BREEERNE ML - &
FREHZEEIREE  STRAESFHE
EMBHGEER ) MERMEREERE

EMERPERIRRENTEES =
AEEBF Y > BEHRBERREREER
BHEENIBATETNREX B
REEEARNSEHEEL DULEKSF © &M
WHEERERA AR

TR 2 LA TSR BEREEIIIK
BRBNARER B EFATAIES - B
BREBEBE AR - BiF R EEFEE
BREBERSIEE LHKEDIRIEN
A —ERESNEREEE  MARRE
ERESHER  ERESLTERER
R —RAREP > BELER

"RERAR > MERMAM,  BXRKRE
BHEREBEARN—SZE |

No.23 SEP. 2019. MJIB 29



7 L

[~
LTI T

B = & = BRSPS
EI e % ) B 2 A TR 2

/. PRESARERMERYISE O R

1 G a8 B P SN BUR BB BRAE AR R K > B S A%
A RRAE AR S 693 nE AT BRIR R IR R N R B BRI H e - TREKE

LRGN R ES -

IR NMBGMRKGER - WEARBR
BEdl R BAgREREFR - BA
ZRFE—EHRRNLE A - MBER
HEZBRRAENRIEN @ BEERKE
BRETES - 2RMERER S ERBN
AR ELFENREE - HEZEERER
ERABMPNMER2IRMER TS « BUF
RIS BRI S A LIRSS

BREEBZMEMT DR KM E
ERENTIR - MR ENRBN B R e
BRANEELRE  NMEWRHERER MR
BHREMEREEZ BHHEEREIE
2~ REMFWE BFTEAEAERM
BH - EEVWARHNEESEREY
— B EBE BRI ZE

e B IR R 7



— BHERSUEREER
BUBRME » BEEZ
AEABEREEN "1
S5, 7

S TR AR A R A I R T A
P SRR TR & R B
ABEZNABERC E
EZEBERABRKENE
(SR IN
ELRES|IREIER D

BRfEANE BiSHE - 8

— AP TEE%, FEREER
(L3I BT E ) -

SRS EE AR ABE S

REFF B EREE -

ORI HERS ) WERES

o FIP LB AR AR AR A R

REE -

IO R AR R B AR B AR
EaT REREDERE: -

A R TR S I S E S -

N TEAERS, (DNS) (EAMBIELE
B T PO -

2011 £ 8 A AXBEIBIFEERN "8
B PRIE , (BART) ZBHRHR T IR
M—ENETBMERHSABEBEEN
3N BRSIERBAERFELR

011488 11 A EEWE (BART) & T M IHARTEEIE AR BB
3N BERBAEITE - A0 8 8 22 ANERTE - (BEKE @ ZMat
/Y SERES)

PBEEZES REEFMEERTY (AR
BEE) BEEEESE—BLER -

E—FHIRE  BIFRRLNAR
BEEBEME  BRERRMREHZE &
BFERE - EwEH  BALRE  Z2Bi
WENEESBEITES ZSERBHNEM
Al 4 o

mA

BB E 7] LUK A A R A9
17178 BEERRAR  TXNAR - B8
BB ERSR - B &Y L
TSR ER IR AT -

—  FEF A ( Deep packet inspection,
DPI)

Ee—REES I 2R AERN
RRERDEAIRER B —EE
AILUEGR THEBK, - EAAREE
BENZ2AR  BEasiEaesi  Jit -
AL MR RER CERNATEETR

No.23 SEP. 2019. MJIB 3]



- BT

A 27 BMHEARNRIBRE - HRN

BedBcEMRSE  ARBTHREEN

ERNETHEIFEAMIEA -

MRy "Bl 5 B T B

AteED » MAERR  SEEFTERA

KREBBEMSWER  BSAHBRMAE

BRETY -

1 B AR XEBEMEMETIRR - &
TERELERRE YEARL ?

2. THRRIE ) THEMBEREREY
B AERREHR ?

3. HEEBEREZHHFHERSENRANEE
BN ?

4. PHEEEMERAERNBCATHAIET
et BRI AP AR A 7

5. REBAMENERARTATEE=
HREARELEER  ELENEDE
NEEaEREMINE ?

6. ZAIMEMMIMENNEREFR  RESE
RBVNFEAZRERENAR ?

— ~ PEEmERER T2 IERRE L (Kill-switch)

7%

BB ERT L2 EBMN A
AREB A RAREEREEAKRE  ®
RAENERERBNBEENER 813
AIDIFFEN T/ (B2E8MN - ANES
AR TEIEL ) & D ARSI ER
BANRRRZES KA EAIRRIE -

75 L8 A] LU 5| AR A B B 8 1Y 5 59 42
B AR

]/ 1 NSRBI R IRAYEHI B AR

B IR

FE R B PE &R

SR AERARIRE &
AR B AR

1oh ek e RELER
RN AR 2 Ak 75 R
OEIEN

RN BERERIE

BEIE

ISP fRF#S T (BGP / DNS) ~ B BIRH T

SRR BSUL R ~ BT EMH ~ SMS ~ Web ~ Skype
HRARA - APARAS - FTHER  HXEERR
4B MEAEEE% DDoS % ~ BEEE ~ DPI BB

BitTorrent ~ VoIP » SMTP ~ HTTP ~ IPv6 » FTP
ERARRS « EEIRE - AR5 R

DNS i8)% ~ FEERHE ~ TMERE « MR

B HARERIE ~ T BRI AR, « ADRS SR

TR BEBHE  SPERRIE
ERLHEE 5| The Global War for Internet Governance —= AR



[0 22 5 A5 4

b REHEEN O mmwmn
Z (DPI) A = THRRUERRRAL B
R A
Sz
T L

o) BmgERESEs [

AT e

—

B 1 B SRS RSB SIS

= BUSIREBRERS

BURF B HEN =R R R AR
EAGHENT > BRIFBERHRNART
EREBTRIAE R RF s 2 o TERBER
NERAR  BERR T HBIARREE
9T LEBRE VS BREE - W&
MRB=H BE RERE BB R
B BERZRTE  EERBNHEEE
BERTHSEBR S WRFZF -

MEEFELOEBUFERE  ZERE
R R MAPR AR © 5 R AR BUF
HARHN TR KHEEABIR S WY
B - EERERERIET HHENAE
AEHBHEBRA T EZEBTREMEZES
P EAZEE  HERARHBIGTEN
REEEFRANERERIAITBUTH K
AMANE ? RN ME ZE ? ARE
RBURI AT B &R RIBRFIEZR K PT Rz
BRSNS ERRIR

~ BRERTCARFS B

=R TRERE  EmFER A
DEZARHNEEERR  DUEARREN
FRERMETHEMBH SHEH °

2018 F9H BHAERARRE
Br¥E38 - & (Christopher Wray) A1z
B FERMRBSHERBETRD "#HE
FRANMRIELESERENRNEEAR
1, 2BEE - I BFEFEANEGIEK
AL - ME 2019 F 4 AW "HIRBEREE
2, (Council on Foreign Relations ) A7k~
5 TRENDARHERZ2NE XA
2 ARfttMA At REECEZRME
MHKE - WHEEEBRABRINEO, -

No.23 SEP. 2019. MJB 33



- BT

EXEBAATCRBERENT®H - EE4ABRED
MINREBREES ) PESRENTAREEEFELD

B2 % > (Photo Credit: Federal Bureau of Investigation, https://

multimedia.fbi.gov/item?type=image&id=3962 )

2009F7H8H " "KIAER .

DL T EskiEZESE ) (Request for Proposal,
RFP) 5 BIBIEBERENEXA
FBEEENET " TEHNMEEE
= | (proactively identify and reactively
monitor ) 3B ERIRF MAESYIR AR
FRSESKEZ B BN ASREEKH
2 - FSEERRRENEBRLMNA
REBEHRNER - SRNEERAZL1F ' #
9 A 29 BFM - thAlgEER A 4 4 -

"HREZEE  CAREL > %BE
K ITERIER  AFeaREiEFE5H
BIENRE ERRER  BLEERRAM
EEETHERHE  BENKINL, - BAH

REP Number: DIFI94750PRO000369 RFP Number: DIF194750PR0000369

REQUEST FOR PROPOSAL
NUMBER

DJF194750PR0000369

“Public Source Program Office”
For the
Office of the Chief Information Officer

Social Media Alerting

ERBARSREX09FTASHAGN "HRkEEE, -
ARBREKEREBLIEIR - (Source: Federal Business
Opportunities, https://www.fbo.gov/index?s=opportunity&mo
de=formé&id=fe943e551236e0e62ee0843d5803781e&tab=co
re&_cview=0)

RAE R BERVE R AT BE 5908 ~ AR AN
ENXFABRRMN S ESEEE - KR
T EEEE BRNEEZE © SMERBE®RE
BAEREBAHARER VEE—FFH
RIFEEE  AMBEEREEEENTARE
FERB R ELAE BB ERYRIE -

HRELERBZBEESZMERER
HEYT= ALELARERS—BRENGE
Z B “Twitter” -~ “Facebook” »

“Instagram” M E B4t XK 2 F =
ANEBEENNRFZEAEZEE - RAnZB®E
BRFEAS ARG REELUES RN
Bl - AR E A EE R EM B RERS
B - WAZKE TREERERER



FEDERAL BUREAU OF INVESTIGATION
Social Media Alerting
Statement of Objectives - ATTACHMENT TWO

The Standard applicable to the achievement of any and all Objectives is that any
information obtained and made available to the Government is lawfully obtained.

3.3.1 Alerting
3.3.1.1 Outcome: The FBI receives advanced notifications of mission-relevant incidents.
3.3.1.2 Standards

3.3.1.2.1 Information constituting advanced notification is derived from constant
monitoring of social media platforms based on keywords relevant to national security and
location.

3.3.1.2.2 Notifications are sent via email to either a team account or individual user
accounts based on real time threat, incidents as they tie to the geolocation of interest.
Selected tool must allow for customization of delivery frequency, content of interest and
geographical layers by the user directly.

3.3.1.2.3 Content filtering supports prioritization; specific subjects, identifiers, geographic
location, keywords, photographic tagging.

3.3.1.2.4 Users are able to select to monitor the development of a notification-of-interest, as
well as seek relevant historical social media traffic for further analysis.
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FEDERAL BUREAU OF INVESTIGATION
Social Media Alerting
Statement of Objectives - ATTACHMENT TWO

3.3.2 Analysis, display and sourcing

3.3.2.1 Objective: The FBI accesses historic data to identify profiles and ramifications to
derogatory groups.

3.3.2.2 Standards:

3.3.2.2.1 Obtain the full social media profile of persons-of-interest and their affiliation to
any organization or groups through the corroboration of multiple social media sources.

3.3.2.2.2 Items of interest in this context are social networks, user IDs, emails, IP addresses
and telephone numbers, along with likely additional account with similar IDs or aliases.

3.3.2.2.3 Any connectivity between aliases and their relationship must be identifiable
through active link analysis mapping.

3.3.2.2.4 The analytical mapping process is depicted through active links between visual
data points (e.g., not just showing two entities are connected, but showing key items of
connection when hovering over the link).

3.3.2.2.5 The data presented must be reliable, accurate and consistent.

3.3.2.2.6Users can perform individual queries, as well multiple queries at once through
batching by uploading a spreadsheet of identifiers at once. Individual query process is not
automated and requires user input of a single or multiple search criterion.

(Source: Federal Business Opportunities, https://www.fbo.gov/index?s=opportunity&mode
=form&id=fe943e551236e0e62ee0843d5803781e&tab=core&_cview=0)
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